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Abstract of JP2000286839 

PROBLEM TO BE SOLVED: To provide an 
information recorder, a method for verifying 
authenticity and a recording medium by which 
a value of evidence of electronic data recorded 
on the recording medium can efficiently be 
enhanced. SOLUTION: A message 
authentifier generating section 104 generates 
a message authentifier based on media 
identification information specified to media 
such as a vendor ID, a drive ID and a disk ID 
stored in a PMA 110a, date and time 
information stored by an internal timer 102, a 
data recording position and electronic data and 
records the generated message authentifier to 
a CD-R medium 1 10 together with the 
electronic data. 



100 



IDS 



102 



.104 



104« 



104b 



nntrtiia 



mi 






rIOl 



PMA II 




Data supplied from the esp@cenef database - Worldwide 



2 



m}B*mmff a p) 02) ^ ^ 4^ |^ ^ ^ (a) 







(P2000-286839A) 














H 0 4 L 9/32 




rl U 4 1^ 9/UU o75B 5D044 


G 0 9 C 1/00 


6 6 0 


u 9 l/UU DDUl^ OJlU4 


G 1 1 B 20/10 




n 1 1 n 9n/iA u 0 a n a 1 








(21)mH#^ 


4$H¥11-938S0 










(22)tflKB 


¥J5£11^3M 31 0(1999.3 31) 














*]SC«:^BaK«SaiTB3«6# flSC 












(74)ftaA 100089118 






*s± m sew 






F^>-A(»#} 50044 BC05 0004 DE39 DE49 EF05 






GK17 






5JI04 AA08 AAll U03 LAOS NA05 






NA12 KA32 PA14 






gAOOl EE03 FFDI LL03 



(54) ^(D^] 



fc3 >i;a.-i'«»3Rr) «ril;a:iai«|Eft: 



(57) [mm\ 

tc:CD-R;<x>fr 1 iojclEM^-r^>, 



tlOO 



103 



nftn 

EttSB 



102 



(104 



r104a 



r104b 



f105 



(101 



PMAIIOa. 




110 



^^<^Bt-§-7'/u=i' y Xi.|cS':5^^T^t■^^k-t■5Bt■^^b^■ 
- 35» P) -5 ^Hx - ^ 7' o y ^ »C*fJ^:-r •S y ^ fit 



2 0 0 0 - 2 8 6 8-3 9 

t «ri#a 1 1- 5 9 \cumn<Mm.ummm^ 
mmK.mT.uizii\,^xmm^Wimmmmcm»^titzm 

«S:»!t-t-5 r t Sr1*« 1 1-5i«*« 1 1 (ifE«©HEE 

(1**9 1 3 ] mmmm\m»-&T.m(t. 'pti < 1 1 

y XA»c:a':5VNTBt^ib1-5r 1 5r^#mi:i--5fS*« 1 

11**9 1 5 1 ButEgSElS^aS^imjl, ^IB»lit# 

m<^Bt^T/U =^ y Jo<t o:0f ^(OSf^BeicS^SV 

5/ :x^ttSrBt-^{li1-S ^ t Sr4#mi:1-5a* 

[f**9l6l M^IBSXSI*, fifrfE«iaffiS«E«:® 

mM-^TMX'W-^ i.tzmM.\m^mm-ti> r t sritt® t 

1-6W*9l 1~1 5<DV>-ftt*>— otclS^oJtiEtt^ 



*J»r1-5r t^rl^mt-rsif*^! 1~1 7rov>-fix*^ 

»^frlc|B» Lfc^mt Lfc/N y jl^: §rtt 

14-1 7(OV^■f^^z)^-o|'|2«<7)KE^4^tI3^te„ 

S5ra^i-5rt^^1#mi:i-5i«*«l 9lc:iE«<^KjE 

2 1 1 wmmm. 1 1 ~ 2 0 cot>-f ti«^-o 

[0 0 0 1 1 

^Fr-^OlE«a;^^Sr^^^< i:;dST-t 5it«IE 

[0 0 0 2] 

;^Srii5*'5fci6lc«. W^r'-^J'Jcix-f (di 
gital signature ) Srl6LfcO. iilBIS«)ffiftjS|»-C*) 
SCD — R (compact disc recordable ) ^T-f T^if 

(0 0 0 31 C:iT% rWxv^^'/WSifetli, (1) # 



^§3 2000-286839 

;55S:fi#JcJ;oT^itT'#/j:V^^i:, (3) 

m^xicX'oxm.^7'~-SK7)mmM^iPi±i-io 

10 0 0 41 CD-R©J:p/fig|E®l5lgSIE«tT- 
[0 0 0 51 

[0 0 0 61 CD-RcDJ:^/£iilES!!ESSi«cT- 
(4. «l7!>^tc-B.CD-R;<x-rTJC»#iiA/!t*«-?7'- 
^ r t (4T- 1 /cev>^s, - OJilSSlE^itftfc 

i=^r-^5'05^:^r^:^SB^tlt'fc•?. «-?^r'-i5'©ffiE«i;^Sr 

(0 0 0 71 7ti;ttf, CD-R^r-CTJCSOCD^T 
'1'>'l';45f2^$tV. -ero9*>cDlO©7T-r>'V';45^|p-a-T- 
fcSii^tcJi, ^S-t-57r'f>'i'S:I^^Lfc4oro7r 
^ yKO^SrftfecO CD-R;'X'fT fca^-T 5 :i t Id J; 
13, ^IP^^i7 7'</^S^B'JIS*LfcCD-R^r>f7'Srl^ 

[0 0 0 81 rwipl-, fci:x.7^-< v'^/WgiS^iilE 
[0 0 0 91 ±fEPp1Jg (KS) iz&^Xfj: 

[00 1 01 

f»*«l(0%^»c«2,tt«ISgti^Bl4. M^wfta 

le^^f^icaT-T^-^^riEgi-r^ 1 1 tic. ^le^Lfc 



looi 1] ^(nm^m.\n%m\^3:h,a. mf-y'—$' 

$ ixfcSiEtSaiciS'iv ^T«i^x- <D*E^4?rMiiE1- 
5 w i t L fc T% imB»mi^nKm (omm^fi^tt 

[0 0 12] tfc. n^m2o^m\zm^nmmmmmi 
I00 13J z<om^m2<Dmm\cxtn-£. m.'T-r-^ 

^<r>MiE'&i:^mt^ r t i)^x^ 5, 
[0 0 141 a*«3»^Wtcfil51t«IBfibSgg 

[0 0 15] w(Dii*3l3ro^§gj::J;ix(J, />/£<it 
[0 0 1 61 l**«4(D|g?qjC'»S1fSlE»^« 

[0 0 17] r«i»*«4»l69g{citttf. fii^x-^' 



• #11 2000-286839 

X— 9i)>hfi 'SSSEt'- i>Zfoyi^ \Z.1^Jt-ir^/^ y 

[0 0 18] »^«5©56W{w#S«SISgi|glt 
sic: i: •? jt^ s' ->^ffi^Bt^^t:1-5 c t Sr#® 

[0 0 19] rof»*^5<O^0^|Cj;ix(4. 

[0 0 2 0] f»*«6©|g?^|c:#,5lf«f5«i^« 

[0 0 2 1] rcoi*:ft]S6(^i§0j(cin(4. itsieitil 
[0 0 2 2] mmi <r>^m\z^.^i^m.mm.m. 

14. BulEif«iE«j«*J:J4. Si^r-iS'rogiJi^Jj J;OtSt: 
[00 2 3] r(DW*^7(r>^?qicJ;ix(f. tf«|B«|| 

[0 0 2 4] i»*«8««§qii#.5it»8BfikSgg 

(4. Buf5MiiE^gl4. «^^x-i5'^ffiliLfctf«t5fitiE 
«:^cH*co^«(^:^SlJ^fa^c:S':5^^Tfrfc/^^IiE«fS$:SL 

^-g'tcj4H5IEl;^-r-:5';JiKtSfeT-|4/iV> t ipjif-rs w ir 
[0 0 2 5J r(0a*«8©«igicj;tl«. 

5o 



(5) 
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10 0 2 61 *fc. »*«9©5gWlC«5f»»IEg^i£S 

[0 0 2 7] ;i©W*99<D^§gicJ;ntf. m^y'-'f 
U fcSE^^ L ^^ y ■> ^ fit t 

[0 0 2 81 ifc. ti*«l OWHI^lC-^SfflgHE^il 

[0 0 2 91 r<Oit*«l OO^WJCjctLtf, 

[0 0 3 01 W*3I1 KD^^giC-SSKjEtt^tlE 

xmzio\,^xm^^mmmmmciimintzmm.mmic 

[00 3 11 ::<^»*«i ico^l^icitvtf. m^T- 
[0 0 3 21 if*«l 2W|8eqiC#,5KjEtt^EE 



[0 0 3 31 rroi**^! 2(o^m\^^fnt. m^x— 

[00 341 if 1 3 ©|g?qtC^SKiEtt^SE 

*i!fe(4. stre^iUfaiicsxsii. '>/i<tfcm^7'- 

[0 0 3 51 :i©fS*«l 3(D^W»Cj;tttf, '>fj:< k 
[00 3 61 W*^ 1 4 ro^?^lCff,5^]Ett^|I 

[00 3 71 r <Di**]® 1 4 <omm\cxtnf, 

If ^^^yiSff^ L B x - ^ I5«^{4g*3 J: U^m 

fit i: V ^ 5 -oWjg^trffll^TjEEttSr^ill-S r i: iJS-C- 
[0 0 3 81 if*«l 5(D^?qjC#,5KEtt1^iI 

[00 3 91 ^(Om^m 1 5 inif. <iiM«Bt 

^^<09§^-Tju=nj y:j:.idXi^m^(om^m\cm-^\>^x 
->^fit?rBt#it-r5 :itt Ltz<r>x\ ^B\mum 

[0 0 4 01 6cD^?qiC#SXEtt^lE 
*feJ4. milEIEgtXSJi, WiE««ESi«Ei*:o€-fe ^ 

[0 04 11 ^(omi^^i 6 (r>mm\cxfn-i. ^mmm 
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[0 04 2 J 7(D36?qjC'BiSXjEttMIE 
»#lftx.«s-C-t /j:v>iiieM«<f «IB»SK«fT'*)5 t «r 
[0 0 4 3] r(D»*3Si 7(0^?g(cj:ixji. if^tsii 

[0 0 4 41 m^mi s(Dmmi^»^i>MiE^^m 

[0 0 4 5] z<Dm^^i 8<o^m\cxtit£. nf-f- 
m-ti> wit \^tz(ox\ mm.\mn'is.^^m^w 5 ^ i 

[0 0 4 6] 9W^WtCfii5KjEtt^iiE 

1004 7] z<om^mi 9(o^micxti{i. m^f-f- 

(0 0 4 81 »*«2 0cDJg?gtC^5KjEtt^liE 

^a$rfflv^TB^^fE^f »IE»^K«^^cEgfe LtgliEfffSSrS 



[0 0 4 91 r<D»*«2 0<0|||q(cJ;Jxtf. ^Bam 

(0 0 5 01 Sfc. I**JI2 l(D^B^|C#.5IEgiaE{*: 
(4. BtFlEi»*«l 1~2 0c0V^-ftt,d^-oJC|E«§jLfc 
Sr 3 > - ^' IcHff -li- S 7° D i?" 7 A >£rlE» L fc 

ixfrioT. ii^^i 1~2 0<o»if^€:3:xf zr-^{c 
J; o Tliai-5 w i iiST-t 5o 

(00 5 11 

5: => V f ^ - ^ JdlltT ^-B: 5 7" n i/ 7 5:IS^ L fc 3 V 

fit LTCD-R Ky-f y5^ffl^^fc^^(co^^Tla|g-f- 

[0 0 5 21 0114. **JS<DJ^ffiT-fflV^.5ifSI2fiiil 

ttSIEM^S^g 1 0 0 (4. CD-R;>«x>f Tl 1 0<DPM 
A (Program Memory Area ) 110a iCfE&Lfc^ T-f 

I Xi^XX}=f I D) afeU^lCim^T'-^cO^felST K 

CD-R^r-rri 1 OlclESlil-SrtlcJ:?). CD- 
R ^ X T L fcS^x - ^' oSESa:^ «r ift «> t <o 

[00 531 l^iaJc^l-J; 0 tc. rwtf aE»S^e 1 0 
014. CD-R;»«x^TSg;^*^»tg61 0 1 rtSfC^'-f 

-7 1 0 2 t . Bt^HIE^SS 1 0 3 t . 7« -y-fe— 

f^fiKsei 0 4 ym^ \ o 5 tA^t>/is„ 

[0 0 541 CD^Ry7^^TSg;^/^#taJl 0 114. C 
D-R;>«X-fTll OlcSt-fSm^X— ^J'roStii;'^ 

CD-R;*X'fr 1 1 o*>t>wS;i=^x— ^'wSE^ai 

i^StSPl 0 114. CD-R;^X'<T 1 1 OlC^rtTfl; 

D-R^x^Ti 1 Olc||tii^fc•«^^r-^^B'JB^-t- 
5w t(4-c-#?iv\ 

[0 0.5 51 f^a^l' -7 10 214. e^tfS^^^H-IS 
L. H-^LfcB^t»»^SrSiJ»g51 0 5*^b<0^*lc«^ i: 
vy-fe-i^HiliEeB 1 0 4 *3 J:t)«^»«aJ 10 5 Icfflj/j-f 

[00 5 61 Bt^iettSP 1 0 3 14. Bt^T/W^y XA 

X.IJDES (Data Encryption Standard) Bt^JiifW® 



SA (Rivest-Shamir-Adleman ) Pf-^-Zf if <Oii|B»IIt-§- 
[005 71 >fcJb\ ^©lit#«fE«gC 1 0 3 {CtE1t1-5 

1 0 0 5 8 I ^ y-fe-v^^iE^f^^SiJ 1 0 4 {4. 
-^i t tlCCD-R;!«X'f T 1 1 OtcStjitffc*(D 

10 4a 1 0 4 b t ^W1--5o 

10 0 5 9] rrr-, r^D^^s/v'aLtS^^^liSl 04 a 
CD-R^r-fTl 1 QlCfeg^-rsS^^x-i^lC, 
^>y-ID. K^'f y I D. x^';^^? I D. m^r- 

(«T ^miT~9^uy^i tno, ) SHA- 

[0060] B^-tfkAO-JlSP 1 0 4 b {4. Pt#|||e 

(ggl510 3»CfE»Lfcll&^«:fflV>T. ^^s'v'^Mg^ 
«51 0 4 a;Ssa[^Lfc>'^s/v';l|t^c9f^<0Bt■§■T>'^::^D 

XA^SfflLTiit^fb-r5*assi5T'fc.5o ^i*5. -rout 

RSA/j:i:*(D<2:fglSiBt#*^^ffl1-5ri;45T-# 

5. 

[00 6 1 ] mmuiosa. ^n^i^mmi oo<o± 

frSJ^^^fcr/^ pSfJ^^gPT-foi?. CD-R^x-fTl 1 

sit^f^^U 1 0 4 S:fflV>Tf^^ Lfc;^ y-t-v'^liE^Sr 
m^-x-^t itJCCD-R;/xwri lOJcfeiWi- 
5. ?iJo\ I-T'ICCD-R^x-CT 1 1 Olcm^T'-^ 

[006 2] m 1 (-*1-itafBSii!gB l O O ;45C 

D-Rptx-f T 1 0 0'-m^r-:?Sr!B«1-57*-i5'fE 

^Hl 0 OzJJCD-R^x-fTl 1 0 |cfB»i-5feSfer 
- (Or - tJ' «jg<D-«i9tr^1-|gT-*>«,, 
[006 3] 02lc:^-rj;5tC, a«<OCD-R/x-f 
T(4. ^^iciefiil-sai^x-^ 2 0 1 i:, -ewm^r' 

-^201 i^^iy^mm\mi:mmi-i>^y='- k2 o 

2i:lCj:o-C-0(D-fei5'^;!)SJg^!g$ix5. /^tj, 
•9-y=-K2 0 2ICI4, TKU^, ^f-ftafcitJ^h 
7 7 ^ .y ^ ^ ^/i if «rtSgi1-5®«ci: ^{itl«c 2 0 3 

[00 64] c wfcj?). z(o^micmiJi>mm^mms 

1 0 0 -eii. > y-fe-i^SE^f^jiSSiJ 1 0 4 *sf^^ Ufc 



#^2 0 0 0-2 8 6 8-3 9 

;< y-fe- v'^E^ 2 0 3 a i: , r C0;< S'-fe— v^SfE^^ 2 

0 3 a«f^J^Kj|CfflV%fc0^itffi2 0 3 b i: Sr±E^{i 
^«2 0 3 lC*&*^-t-5. 

[0 0 6 5] c<0J:5l'. ^©ifSfES^iiai 0 OT- 

cD-R^T^^Ti 1 oom^omn^m^xi^fSL 

l,fc?i y'b-i^m^ 2 0 3 a «rl;^x-^' 2 0 1 i: t 
'bJCCD-R^T'^T'l 1 OlCfeS^I-^rti: Lfc<0 

T\ m^r-^2 0 lW|I«!l;']?riftfe5:it:45T-#.5. 
[006 6] jJcIC, la 1 •y-fe-v'^II^f^^gS 

figa 1 0 4 Id i 5 ^ S' -fe- i^aE-^^<0f^^8l,-|:iSr^ia 

[0 0 6 7] |2l3{OT%-tJ;?(C. *^d^5>5/-fe-v'^aE 
^ f^^SP 1 0 4 T-14, CD-R^x-<T 1 1 0<DPMA 

1 1 0 a{Cffi^Ufc;><r'C7'@^<0^>y— I D3 0 
Is K7'C:/I D3 0 2ioJ;Utr'f I D3 0 3 ir, 
^feSlT Ku;='.3 0 4fcJ;t/BB#tS«3 0 5 t ^rmT-r- 
^f 3 0 6 tC^Jp Ltzmmf- ^yoy^ {cm^<Oy^ y v' 
3.TyW::^y XASrSffl LT^>y->3.fit3 0 7SrS[^L. 
Bf#«fBtiSCl 0 3IC|EftLfcBt-§^3 0 8*3j;Ut0f^ 
©ff^-^T/P=ry XA?rfflV^T/^5'V'^fit3 0 l^VS^-it 
LT> •;/•fe-v'^!I^^3 0 9 ^rf^fife-fS. 

[0 0 6 8] fctxtf, RSA/iif«<&g3iilIt^i^>^ffl 
V^5»-g-tc:i4, B&f-iilBltSiJl 0 3JC>^7'1''<- 

^ffi3 0 7 5rBf^{br5:ii:(c/i5„ /£jo, ^0#-g-cD 
S'j!'+-I4. CD-R;^X'f7'l 1 OilClEttL 

[0 0 6 9] :i(Oj:p»Cs ■y-fe-v'BiiE^f^^gij 

10 4T-J4. ii^CD-R Ky-Tyd^CD-Rj^Jx-fT 
1 1 0Sr7;l— h Lfc^vKT*!j;»-f»tjitfPMA 1 
10a A»e>Sl#Lfc>r-rTH^r®'<vy— I D 3 0 
1. K^'fT'I D 3 0 2*5cttJ^x^';^^' I D3 0 3/iif 
lca':5VNT^ S'-fe-i^^H^ 3 0 9 <Srf^^ LTt^S/t 
«). ;5»*^'5;^s/-fe-v=ig|I^3 0 giciOCD-R^T 
Tl 1 0{4-SJC«f;fC#5. r<Ofc«>. CD-R> 

Tt, y-fe-i^^H^^S 0 9^ffl^^Tfl;^•r-^ 

[00 70] /i*J, PMA 110a JCfE«b$ttfc'<i'y 

-ID301, Ky'f::/! D3 0 2*>'iU!r-f I D 
3 0 3;)S. m^x-^Srl5Mi-f-6CD-R^7'^TC0t 

«oir^^jj5^^icj4. 'm'f-f-f'<Dmm^'p±i-^i)\ 

4fcl4s a^-X— ^'iSriSgi-t--5CD-R;><x-< T<OKiiE 
r— ^:/n,x^J;i, rwoy-ID3 0 1, Ky-f^ 
I D3 0 2*Jiu:x'f ;^i5' I D3 0 3i:igfiair^Z t\Z 

[00 7 1] Scic, •y±-imM'i-i:m\>^itm'f- 
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@ 1 iCTrrtUW^ 10 5 iciS^ s'-fe— v'^fE^Srfflv 

10 0 7 2] E4(C:Txi-J:p{c, fit SIBgiSglt 1 0 0 

li. *-f^t!]lc:, CD-R^x-fTl 1 0(DPDA1 1 

DSrSJomt (xx.x7's4oi) . ^^-rsa^r- 

[0 0 7 3] -tLT. m^x-^. '<Vi?'-ID. K7 

-ry I D. T^-f I D. ^mr h'l^^^ioXv^sHmm 

'>^W.i:MML (:^-r3'yS4 0 2) , c:<D/^s/ v-^-M 
4 0 3) „ 

10 0 7 4] ^-ro^, ^«Lfcp« 5/•fe->'E^E^^i:CD 
v'BU^-iSrittSEL (^x s/:7'S 4 0 4 ) . m^A^—m 

■fs^-g-idii (;^x5/ys4 0 5#^) , m^^x-^d? 

Mi±X'h^h<OtnmL (^x:/7°S4 0 6) . -ifcL 
'itv^iS^ldli (:^T3'ys4 0 55;t) . S;^x-^'2J5 
K14©t><OT'li*v^i:2|9j»f1-5 (;^xs'::^S4 0 7) , 
[0 0 7 5] Z(DXoiZ. S-T^T^-^OXEttSr^BE-f 

MAI 1 0 a IdlEtiLfc^i'y- 1 D/ii^Srffll,^Tp< y 

D-R^t'^TI 1 OcDf-y=i- KgC|;ifEMtLfc^ -y-fe 

[0 0 7 6] /i*>. m^-T'-^OJIjEtt^^II-fSS^ 

t <t o rm^T^-^' «XiE^4Sr^iiE-r 
5- i: tr-t 5o mz^ vs-^rit^msa i o 4 b ;is^g3« 

Bt^^fTJT/Wri-y XASr^fflLTV^S^^^CIi. CD- 
R^xwri 1 olc|EtiLfc<^ig^ii^S:ffl^^-Cp' j/ir--:^ 

[0 0 7 7] ±iSLT#fcJ;plC. *||Jg(DJgffiT-{4. 

^'f ^rm^Oy^y' ^ Tmmmzm-^\,^x ?^ y-^-'j 

#5. -r^Cl:)*), CD-R^x-<7'±«x— ^5r^:<OS 



[00 7 8] * fc. > r-f T^SimSff ltT-(S/i < B # 
[0 0 7 9] rr-C-aS^'<#r<!rl4. ^Hlg© 

[0 0 8 0] »^^lft;t5i, ^<OtfSHEiS^ai 0 05r 
fflt''Tm*<OC D -R ;X X T 1 1^ ISrtS^^PO^Sl^ 
{^^UfcV^ii-&CI4. ii^W^KSirl^^tcLTCD-R 

:fcJ;Otx-f I D) ^SrlH»i-5rtfcT'#. ^<D#g- 
[00 8 1] /j:*J, ±tBII;teW^^jgT-|4. 1-'<T(^-iri:' 

y^-^Jm-WLf-ii^i^-r^^thx- 

:i<D^'g-(cj4. m-fe:i^^5'5)-»p' s'-fe^-v?^iiE^T' 
[0 0 8 2] 

\mmmmmcmm^in.fzmmKmicm'^\,^xmf-7'~ 

[0 0 8 3] ifc, i**S2<D«eqiCj;ntf, m^x- 
t-5 i Lfc<DT'. iES/i^«Sgi{SE«:»C«^75S*J 
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[0 0 8 4] ttc. 1**^3 (O^egicitvfi. {Mti:<t 

bfciWC. ^aE^f«(^e^c$'^'it*c7)^]ESrl»Jh-^5r 
[0 0 8 5] Sfc. Ii*3«4(^%?gici4x«. m^^r'- 
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